
Policy contents to be modified by presiding judge for use in written policy

Purpose

This procedures provides direction for performing various notifications in the event of a loss  of a computer or personal storage device or breach of a computer security system containing personal information as defined by A.R.S. § 44-7501.

Definitions

A.R.S. 44-7501 limits its definition of “Personal Information” to mean an individual’s first name or first initial and last name in combination with any one or more of the following data elements, when the data element in not encrypted, redacted or secured by any other method rendering the element unreadable or unusable:

a. The individual’s social security number.

b. The individual's number on a driver license issued pursuant to section A.R.S. 28-3166 or number on a non-operating identification license issued pursuant to section A.R.S. 28-3165.
c. The individual’s financial account number or credit or debit card number in combination with any required security code, access code, or password that would permit access to the individual’s financial account.

Personal information does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records or widely distributed media.

"Breach", "breach of a computer security system", or "security breach" means an unauthorized acquisition of and access to unencrypted or un-redacted computerized data that materially compromises the security or confidentiality of personal information maintained by a person as part of a database of personal information regarding multiple individuals and that causes or is reasonably likely to cause substantial economic loss to an individual. Good faith acquisition of personal information by an employee or agent of the person for the purposes of the person is not a breach of the security system if the personal information is not used for a purpose unrelated to the person or subject to further willful unauthorized disclosure.
“Portable storage devices” means flash-memory-based “thumb” or “jump” drives, portable audio players, or external hard drives.

Procedure
1. A court, clerk, or probation employee who first learns of the actual loss or security breach or event having the potential of perpetrating a breach shall notify his or her immediate supervisor and provide details of loss or breach immediately upon discovery. Loss can include portable storage devices as well as portable computers.  The specifics of security problems should not be discussed widely but should instead be shared on a need-to-know basis.
2. The immediate supervisor of the employee reporting actual loss or data breach or potential breach shall notify local Clerk of Court and Court Administrator, as well as the Clerk of Court and Court Administrator of any other court whose data may likely have been lost or compromised without delay.
3. The Court Administrator or Clerk of Court responsible for the data impacted by the loss or breach shall verify whether a breach or loss has actually occurred along with the scope of the damage and notify the presiding judge of the court.

4. The Presiding Judge, Court Administrator, or Clerk of Court responsible for the data impacted by the loss or breach shall notify Karl Heckart at the Administrative Office of the Court Information Technology Division (602-452-3350), and Dave Byers, Administrative Director of the AOC (602-452-3307), by phone or high priority e-mail within 24 hours of being notified of the loss of breach.
5. Local law enforcement shall be notified to begin an investigation into the scope of loss and provide advice about whether notification to affected persons would negatively impact a criminal investigation.

6. Court Administrator or Clerk of Court responsible for the data impacted by the loss or breach shall draft communication to affected persons using the content of sample letters attached to AO 2008-68 as a guideline as soon as possible.   No communication shall be released until law enforcement provides authorization to publicize the loss or breach.

7. When fewer than 100,000 people are affected by the loss or breach or the cost of notification is under $50,000, communication shall be made in writing to each individual affected.  When more than 100,000 people are affected by the loss or breach or the cost of notification is above $50,000, the draft communication shall be forwarded to the AOC Executive Office.  AOC’s Public Information Officer then communicates appropriate notice using statewide mass media outlets.
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